HIKVISION SR 5

VE22S-B %% LinuxCentOS-7.4-hik-r4
RENMECE

L RRERS

o BT UE B oo 2
Ty BMC TZZBERG oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 2
L R R R 3 = 2
%7 LinuxCentOS-7.4-hik-rd BRGEEHE oo 6
= LinuxCentOS-7.4-hik-r4 ZERHHC B ..oo.oooeoeeeeeeeeeeeeeeeeeeeeee e 11
H 2D AR TN e 11
B0 BEBINIT AP oo 12
F=A A Xshell THIZREEREDIRE ..o 15
BT 0 ZEFH IPVG oo 15
L 2R i OO 17



— RORETR

LinuxCentOS-7.4-hik-r4 R4 /77 i BEE/02. R G055 /18 AT A2 A /11. %
43 HF/03 23 T /HIKOS/CentOS-7.4-hik-r4/ LinuxCentOS-7.4-hik-r4.iso

Java FEERAE: OA-HMF FE-1HFK JAVA, FHENA.

Xmanager FEEE (ZEFEMH, AXEIWMEH Wierwer BIED: /=M%

#1/02. 2 G0NV 55 /18. 848 3845 /01. 3 22/09. 5 FHHEE: T B./11 . Xshell/

—. BMC O&ZERS

BMC & H 1 XK IPMI &R (Mgmt ), BT RIS R % 8 g B IR A5 33k
ITWEEE, JERTLLEIZAE O ikvm Thag, ZREEHEBS, BTN, &
RKRGE. BIBVUEH BMC OZE RS, (TH U B0 TARRG S HIA
FHE R

B WERLENE

WA HE O RS, FEANL L JAVA 85, 23 E07E OA--3K
R R A%

|29 jdk-8u162-windows-x64.exe 2018/2/1010:53  RFBR

|r'"u

2 211,724 KB
NHedE e R, TR RS S L O 1P Mk NN B “ Bl b A7 SR

AWARBEFE AR IP? A E B A~

5 FH 20K IR S 2 B B O A HIARRE, fERS 28 a st ferh, Halan i
B, #IEEERIET Del 88 (FAMEE/RES, HANE BMC BN IP WA AH ER
25 )0



1‘ess DEL to Enter SETUP
IPrp 0 or ; I D I DIIP D

ARGt BIOS i, W BN, #EN “IREG A F” 3] BMC KM 4%

wHE.
Aptio Setup Utility - Copyright (C) 2019 American Megatrends, Inc.
HE =% Fhbis HEEEEE BEraed <=Mt Bi (RERED
BMC Blias PASSED BLE BMC [
BMC & ID 32
BMC iZ&fEi] 1
BMC EIfHET 1.82
BHC ElfHERzeE Feb 26 2019 12:45:21
IPMI B 2.0
BMC S5 LER
LREXE +08:00
FRB-2 itHiEs L=FA
FRB-2 1t FigsiBnt [6434k1
FRB-2 iiEtBEsE CAREN{E]
08 EZEIHEs Z=FA]
08 S5t EreatheT 105741 »e: JEIRTIE
08 E5ihterEanEs =51 Tl: %EmE
CPLD 7= BHMC ZZFH] Enter: 3%§%
FEREm L= of - WEEE
» BHC B#HZS F1: 8
I F2: ZRTBEE
» BIC FIFEE F3: SfELEHAE
BMC EF L E F4: {REFFHED
ESC: B

UVersion 2.19.1268. Copyright (C) 2019 American Megatrends, Inc.



[ ZE33E AT LB 2 BMC 1) 1P HibE RS . VE22S-B K] BMC 1 1P ERIA

10.10.10.10. HAAEBEK.

Aptio Setup Utility - Copuright (C) 2019 American Megatrends, Inc.

BLE IP HitS4K LRIERE)

3 BMC 1 1P HilkfE, B EBA BMC B IP BEERFE—B, W

10.10.10.11/24, FTHF “#=HIHR” - “FEF”, ZHE5%E Java B0 FHEH .

&l 2 (===
- v oG SHEER > BE v O EEsiEE P
EHERER FFAIAE
e @I oEEr | QEEREE Windows Thet | SECSSNE

B TALBIEAR) Windows \RSRIES | aEREsF
FIEEF] Internet

WA fire) BN

. BE ORI ERIERARE
AR @ Java
SRR =
Efoh, BN

EHER




st “java”, SRR EPURER, FEED P IAZR “GISER” T

)|

£| Java =5

o ad 2 k82

[v] A BiEET0 Web Start HAERBR Java AE (B)

A IS S B E RS AR IR 2 R A

OREm

AAFEARE T EMETAMERRER Java HERRFET, B

ERPR NSt anyoE S o

@=Em

S AER R METAIFETARRR Java AR FIEIT, BNE

AR AR P SR -

SRS IR

=~
m gl > SHEEE > B
i o
['-- FEFAFIY
H ames
. ETHLE
me

EHTEY RS
http://10.10.10.

E Tyl

HEHITESE R TE, ERFMT 2w S BEE AR FET.

@ Sy

| &, | Java

L aE (4) X http: 7/10.10.10.1

D

ttp://10.10.10.10 |

€)

‘l H:A14% FILE #0 HTTP thidilA= £ M.
BIETRIFER HTTPS 3H8 .

AN ()

BATE

EM T 5N “10.10.10.107 <58 Hi 40 R L .

HIKVISION

2]

Oictmra

bz R

(BMC 1 IP #ihik)



BEALFER, W FANER S MRS &, P AR EANE, BARn
NHR:

[BMC BF%1E ]

1) WRAT U 2 RS2 HIKVISION ) logo, FI /4 ADMIN, #1
hik12345+
2) WA DS-VE22 & FF1 1S-VSE2326 &%, HH /4 F%i5157& admin

3) W SEATHF T R &2 Supermicro [ logo, P % #6534 5& ADMIN

4) WHJE DS-VE2108, H/'4 ADMIN, %73 11111111 (#%3F: 8 M 1D
8 hik12345+

5) W2 DS-VR2212 (DS-VR2326), LiEEM IPMI N3 RGN, %4
SR intel 4, BRINASH LT BE;

HNE, A CRTEES]” - “EHeERR” - “B3H KVM”, SRHFEET
# “jviewer.jnlp” mTHORAE FEEDT], NEGEEEEER Java BT . 12175 H

g, il CEILEZ7 s, BIAREARSS S .

—

o BT RREF?

=5 com. ami. kvm. jviewer. JViewer

_ ' EiTE: FH
A = {ii®:  http://10.10.10.10:80

MT-#E) TP S22

PR AN R e s e a i )

PURS: R RRE AR R B ARSI, IRt E T A S S EaRE - 12
PIEETAESRA, ElbEnireraR it REFREE SNTEETE

=)
O TEANE KBRS T BHEREE
(] =R # 5T H R (1 - BT (R

¥ 3. LinuxCentOS-7.4-hik-r4 R4 %3

BEARRSGS A WG, EERGEBANBIER, HRERIMH.



s FEETRE) “CcD/DVD Media--”s

Video Keyboard Mouse Options Media Keyboard Layout Video Re

AidiiE, #EB IR AHERE, £E “CD/DVD” Y, 3EFF LinuxCentOS-7.4-hik-r4

A%, B “connect”, i —<3H “Dvevic redirected-” M ~ER LT, W

TEFR.
Virtual Media X
l/ o CDIDVD [H Floppy Hard Disk/USB Connection Status

Device Instances

CD/DVD Media : I

Browse i
‘ | | Disconnect

4] | i [T

Information X

Q Device redirected in Read Only Mode
CDIDVD Redirection Status

Device Instance Target Device Instan & Read

CD/OVD Media: 1 Virtual CO/OVD - 0 ESHIEVISIOMOS 3TIFEFEC .. Z06TKE

Device redirection not possible due to insufficient permission. Launch Application as Administrator

2k, RGN ERICIK, 5% RE R E A3
WK, fE Vierwer Fl F A “Ctrl+Alt+Del” SRS 23T EBEIE.

B Jviewer [10.10.10.10] - [ 1024 x 768 ] - O fps

Video Keyboard Mouse Options Media Keyboard Layout Video Record Power Activel

U oeo ez ek

IPM4_F

AILURE_FATAL="no" Ctrl + Alt + Del

TENRSS & IR s R TP RORI , 42K “Del” BEA BIOS i, WEHF “JR5hI”7,

R UVE BT B s KR Sk sl iETURsh#2. -, ORI .



Aptio Setup Utility - Copyright (C) 2019 fimerican Megatrends.
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FENRSS 2% JA s A2 h Ry, #%F “F2” Bt Boot Menu FHif, Wi T Kl

Please select boot device:

IBA 406 Slot 3D02 vl1Bbb
IBA 406 Slot 3D03 v106b
IBA 406 Slot 3D00 vl10bb
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UEFI: Built-in EFI Shell
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Enter Setup
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ENTER to select boot device
ESC to boot using defaults
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AL root AT ssh BFER S, 2@ hik AP EME, @A “su -
root” VJ#F| root /-

S OB Bl IR R EAE O RS, RO N E PR S RKEED N 8

fr, WEIUZRNG TR B DR R AT IR R LG, T, R
GRAELK, WMANELN, FHAZESRBAZERENY.

ikvision0S login: hik
Fassuﬂrd
EDL are required to change your password immediately (root enforced)

nassword for h

it r
kcurrent) UNIX passuﬂrd
Eeu passuword :

etype new password:

orry, passwords do not match.
few password :
Eetgpe new password:

FERE UG, BN “su - root” #EN root F AT ERINE IS 2L, S IE
[H_ L. MFEEERRNS T TIE.

B0 HENOIP

RN ip a BE TN RGBT R EE KRR, W B,

[hik@Hikvision0S ~1% su - root
Password:
Last login: Fri Aug 2 19:34:11 CST 2019 on pts/0
[root@Hikvision0S ~]# i
1: lo: <LOOPBACK,UP,LOWER_UP= mtu 65536 q
link/loopbac 00:00:00:00 brd 0
inet 127.0.0.] host lo

: enpbls
link/
3: enpbls ]
link/ r @ brd ff: ff:ff ff: ff ff
4: enpbls <BRO 5 UP, LOWER_UP> mtu 1500 gdisc mg portid 0894ef915cc4 state UP glen 1000
08:94: cd brd ff:ff:ff:Ff:ff:Ff
4 pe global enpb6ls@f2

sC noop portid 0894ef915cc5 state DOWN qlen 10080

M EERTUAE S, “lo” ARFEAML (127.0.0.1/8) ARHEE. RSt 44

M, ZF3HN (enp61s0f0. enpblsl. ).

E: BMRFSFMREHRAR, WRZREREHHN .
HREEHR D _ EmARILR, LR 2 A E TR M R RAEER), 4 7 LA E 1P,



WrHE, BN “ethtool MEHL” HITEE.

[root@Hikvision0S ~]# ethtool enpblsOf2
Settings for enpblsOf2:

+,

Supported ports: [ TP 1]
Supported link modes: 1080baseT/Full
Supported pause frame use: Symmetric
Supports auto-negotiation: Yes
Advertised link modes: 1000baseT/Full
Advertised pause frame use: No
Adverti auto-negotiation;: Yes

: 1000Mb/s

¢: Full
Port: Twisted Pair
PHYAD: 0O
Transceiver: internal
Auto-negotiation: on
MDI-X: Unknown
Supports Wake-on: g
Wake-on: g

M_EFEEZ], B-EH 1000Mb/s, “Link detected: yes” RO EE.
W A E BRSNS R an R PR .

[root@Hikvision0S ~]# ethtool enpblsOfd
Settings for enpbls@fO:

[REHIER]

Supported ports: [ ]

Supported link modes: 1000baseT/Full
10068b JFull
10000baseT/Full

Supported pause frame use: Symmetric

Supports auto-negotiation: Yes

Advertised link modes:

3 Full
@0baseT/Full
Advertised pause frame use: No
Advertised auto-negotiation: Yes
Unknown!
: Unknown! (255

Port: Other

PHYAD: ©

Transceiver: internal

Auto-negotiation: off

Supports Wake-on: g

Wake-on: g

Current message level:

drv probe link

Link detected: no

LM O BERBAML, L2 8B RARERE (Link detected:

A

2N “systemctl restart network.service”

no), NIFEE MW



[root@Hikvision0S ~]# systemctl restart network.servicel

DUAEFIE A -RHER G, BT RMABSNRE 1P Hihk .
WK, %iA: cd/etc/sysconfig/network-scripts/

#WiN: Is ATLLERNE ifcfg-enp61s0fO. ifcfg-enp61s0fl - PUAN MR EL B
R

[root@Hikvision0S ~]# cd /etc/sysconfig/network-scripts/
[root@Hikvision0S network-scrints]# 1s

npblsBf@  ifcf ifdown-bnep ifdown-ipv6 ifdown-ppp ifdo
np6lsOfl i g-1lo ifdown-eth ifdown-isdn ifdown-routes ifdo
ifcfg-enpblsBfz i ifdown-ippp ifdown-post ifdown-sit ifdo

SRIGHIN : vim ifcfg-enp61s0f2, BE N S48 7 U6 A 1, EN " HEA SRR,
W MMEL:

[root@Hikvision05 network-scripts]# vim ifcfg-enpblsOf2

TYPE="Ethernet"

PROXY_ METHO |

BROWSER ONLY="no"
BOOTPROTO="static"
DEFROUTE="yes"

IPV4 FAILURE FATAL=
IPVGINIT="yes"

IPV6 AUTOCONF="yes"
IPV6_DEFROUTE="yes

IPV6 FAILURE FATAL="no"
IPV6_ADDR_GEN MODE="stable-privacy"
NAME="enp61s€
UUID="729962
DEVICE="enph!

ONBOOT:

X, IR

BMsERUE, % “Esc” BHGWERES, HES": ", AN "wq"hFE
BH, BeGEm. BTN,

EEESEREDRE RN, 44~ “systemctl restart network.service”, Il
TEFTR.

[rootBHikvision0S network-scripts1# systemctl restart network.service

AN, ATEIN “service network status” BFE CUEREMIM R LR, W N ERT



[rootPHikvision0S etcl#t service network status
onf igured devices:

lo enp61=sBfB enpblsBf1 enpblsBfZ enpblsBf3

F£=3: BH Xshell TEZEEBIIRE

DS-VE22S-B % Linux7.4-R4 R4tJa Likilid SSH &%, R SSH AR5 #+4E
“damh, JeFN sshd_config BIECE A H UsePAM yes, “FE SSH &5 A H

N4 PAM BRI . BRTERG AT E

BN “cd/etc/ssh/”, TEFIN “Is”, WLLEF| “sshd_config” SCfF, PR
BEAT % . FI “vimsshd_config” o BIAN“VUBEARBIRE, 4 “UsePAM yes”

% “UsePAM no” tn F&Ek:

t Set this to 'yes’ to enable PAM authentication, account processing,
t and session processing. If this is enabled, PAM authentication will
t be allowed through the ChallengeResponsefinthentication and

t Passwordfiuthentication. Depending on your PAM conf iguratiom,

t PriM authentication wvia ChallengeResponsefinthentication may bypass

t the setting of "PermitRootLogin without-password”.

t If you just want the PAM account and session checks to run without
t PriM authentication, then enable this but set Passwordfuthenticationm
# and ChallengeResponsefuthentication to 'no’ .
t WARNING: 'UsePAM no’ is not supported in Red Hat Enterprise Linux and may
t problems.

BeEn, 1% “Esc” BHMERE, HIZES: 7, KA wq /i

B . &J5, EJG sshd RS, @4~ “systemctl restart sshd”

[root@Hikvision0S ssh]# systemctl restart sshd

E0U. 228 1Pv6

K AEEA IPve, HINSECFSLIEIER RS A “ifconfig”

7 IPVE IR . T R s



[rootPHikvizsion0S network-scriptsI#t ifconfig
enpblsBf2: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1568
inet 62.74.44.225 netmask 255.7255.255.8 broadcast 62.74.44.255
inetb feBB: a9 :efff :fe91:5ccd prefixlen 64 scopeid BxZB<{link>
ether B8:94:ef :191:5cict txqueuelen 1888 (Ethermet)
R¥ packets 778 bytes 47818 (46.6 KiB)
RX errors B dropped B overruns B frame B
TX packets 38 bytes 4516 (4.4 KiB)
TX errors B dropped B overruns B carrier B collisions B

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.A.A.1 wnetmask 255.0.60.8
inetb ::1 prefixlen 128 =scopeid Bx18<host>
loop txqueuelen 18BH (Local Loopback)
R¥ packets 168 bytes 12968 (12.6 KiB)
RX errors B dropped B overruns B frame B
TX packets 168 bytes 12968 (12.6 KiB)
TX errors B dropped B overruns B carrier B collisions B

W EFTR, BRI cd /etc 73t N sysctl.conf H 3T, 58 sysctl.conf
I S HAT AR, B4 “chmod 777 sysctl.conf” . FFiEATZw%E, i\ “vim

sysctl.conf”.

root@PHikvizionOSs Etc]# chmod 7?77 sysctl.conf
root@PHikvision0s etcl# vim sysctl.conf

WA THNRBRS, TR, B &GS K A IPve. TR N:

“net.ipv6.conf.all.disable_ipv6 = 1

net.ipv6.conf.default.disable_ipv6 = 17

sysctl settings are defined through files in
~usrslibssysctl.d~, -runssysctl.d-, and retcrsysctl.d-.

Uendors settings live in susr-librssysctl.d~.

To override a whole file, create a new file with the same
~etcssysctl.ds and put new settings there. To override
only specific settings, add a file with a lexically later
name in ~setcrssysctl.d~s and put new settings there.

For more information, see sysctl.conf(5) and sysctl.d(5).
net.ipvd.tep fin_timeout = 3
net.ipw6.conf .all.disable_ipuwb = 1
net . ipw6.conf .default.disable_ipuwb =

BTG, 1% “Esc” BHMERES, HIZES": 7, KA wq /17

BH . #IN “sysctl -p”, WINERFTIR, #HEEERSE.

[rootBHikvision0S etcl# sysctl -p
net.ipvd.tep fin_timeout = 3

net.ipuw6.conf .all.disable_ipuwb = 1
net . ipw6.conf .default.disable_ipuwb =




WA “ifconfig” MERAGER WTFEFIR.

[rootBHikvizsion0S etcl# ifconfig
enpblsBf2: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1568
inet A7 .74 44 2725 aetmask 255 2605 255 A hroadcast 7274 .44 255
ether B854 ef 791 5cTcd txquenelen 1688  (Ethernet)
RX packets 1891 bytes 74668 (7Y2.9 KiB)
RX errors B dropped B overruns B frame B
TX packets 49 bytes 7786 (7.5 KiB)
TX errors B dropped B overruns B carrier B collisions B

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127 A A 1 wneimask 255 A A A
Toop  txquenelen i@AA (Local Loopback)
RX packets 192 bytes 15552 (15.1 RiB)
RX errors B dropped B overruns B frame B
T packets 192 bytes 15552 (15.1 RiB)
TX errors B dropped B overruns B carrier B collisions B

BhB: B

BE RG4S date
B E AR E 4 : hwclock
WRA R ARG RIAHE, W FTEEE, HiA: date -s “2019-08-02 10:21:00”

W B RGN HA—, [TEEDP, HA “hwclock --systohc”

[root@Hikvision0S ssh]# date
59:48 CST 2019

[root@Hikvision0S ssh]# hwclock
Sat 03 Aug 2019 12:59:57 PM CST -0.579176 seconds
[root@Hikvision0S ssh]# hwclock --systohc

FH: KA Selinux FIBG k1S

A4t Selinux AP KEREBRINTFR, HSeER KA “Selinux” $#1F .
W “getenforce” FH 4T Selinux IRE-

“Enforcing” &7~ Selinux THREFFJA -

“Disabled” 7K~ Selinux ThEEIK .
FOKM, LRBMm. #IHE, WA “vim /etc/selinux/config” 1&HU

“SELINUX = disabled”, Wl FE i~



[root@Hikvision0S selinux]# vim /etc/selinux/config

|SELINUX=disabled

SELINUXTYPE=targeted
BsERUE, % “Esc” BHBBIRE, FIES": », REHWN"wq IR I7F

B
BT RAAT KR A K B A
i\ “firewall-cmd --state” BE B AIERE . “not running” Fx KM

“running” FaaHFE. T ERFTR.
K firewall:
“systemctl stop firewalld.service” 15 1E firewall

“systemctl disable firewall.service” &1k firewall F-#HL H & 3l

[rootBHikvision0S ~14# firewall-cmd --state

running

[rootBHikvision0S ~1# systemctl stop firewalld.service
[root@Hikvision0S ~1# systemctl disable firewalld.service

Removed symlink ~etc/systemd-/system< multi-user.target.wants/firewalld.service.
Removed symlink setcr/systemdrssystemsdbus-org.fedoraproject.FirewallDl.service.
[eontBHikuision0S 14 firewall-cmd --state

not running

Z I, DS-VE22S-B %3 LinuxCentOS-7.4-hik-r4 224 ML B T IEN B e

B BRMRARSE, 4 restart 4 (systemctl restart network.service ),

ANEH stop, A5 WK M & Toikm R AR S .



