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2. HJIARS %1% F2 80 delete HEJ: bios, %3 server mgmt.

Aptio Setup Utility - Copyright (C) 2013 American Megatrends, Inc.

» BHMC network configuration

3. #E BMC network configuration ¥ configration address source % & Ji static



2013 American Megatrends, Inc.

Configuration Address source [Do Nothing]

tion Addr

ained by BMC

4. X BMC MIBCERFE ip, $HE ip. WISCEDAT, 0 R 75 28 P BT HH S MK

Aptio Setup Utility Copyright (C

ymerican Megatrends, Inc.

<l

Configuration Address source [Static]

5. BUEZJARAT



Aptio Setup Utility

Save Changes
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ight (C)

2013 American Megatrends, Inc.
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Eoiige
BECHTENRS

AR ENANRE
SRS
=R RAE

MLEF] Internet

N SERERSNES
BHlES
SERETEN
EEEHEIAN
BEsRENAE

kS =

=721

BPKF
& Sgregesm

ST MEL
sX=E
ENSEEE
BEERESHE
BEP, ESHIXIE

@ BNAIE

)

& Windows BiaTieE
FAAVRE



— _B | —
@'Ov £l » 2SEE » 25 »
— == — B =
ﬁ =
| zeamse ﬁ_J?f"Ef# @ﬁﬁmﬁ Wingows e
ETALIEREEE] Windows BSHESE
| PMEE#0 Internet
BEE FANEF
. EMEGSHISENHASE | AREmEET
| 53
EfHks m sSE/NTH
SRR —= pEEEVNIE | BYSRERIE
Bgh, EEHIXKE E, Java
ZiaE =

SRIGHERE (4] - [ SAIR Y, G ip Mk
| &) Java BHIER =
EiEE I ES

BRASEDPR Tava NE @)

AE “HlbhaEn " Sk EHIEREFNE RS

O fem® 1
DA ERREREMENIIMNERIRFNE JTeva HRAERIET #FAFLUSTIHERE
WEAFRGE

=

' FEFER R S alETREYAEREPIRNA) Jeve ERARFIET, RMEDERUREP)
RS RI0H -

“Blbhahe " Sl
THTESMEERTE BT BahMIR A FET -
F}ﬁﬁ “HRRS SR T
=]

BRI 2% -

| TEZReRTR || SEItw... |

BONEIR R ip Hubk, AR5 REEE.



(& -p¥hsEST PIETT — \— S

~—————— R ——

EHTESNTELETRE BTN TIRSS BEmIR RIEFIET -

-yl

H}:ttp://lo. 12.160. 19

| Fme || #pe |

‘“be AW FILE f0 HITP iz 2R -
B RATRLAEE wTTes sk .

8. FIJF ie, #A BMC &I ip, BhHW N mH; WA 2%, ASFRRS
VAT REANE], FEALIRSS AR AT I R BORIRAL

Username: admin

Password: e -
Forgot Password?

Login

9. mili launch BENIZREF I, WIEIFR; (ANFEIRRSS 4% DU SR A8, "R
e SO IR BT REE H & A S D



‘Dashboard‘ FRU Information  Server Health  Configuration  Re

Firmware Revision: R2.06
Firmware Build Time: Aug 15 2015 12:18:40 CST

Network Information (Edit)

LAN Interface

MAC Address: AD:42:3F:32:18:23
V4 Network Mode: Static

IPv4 Address: 10.12.160.19

V6 Network Mode: DHCP

IPvE Address:

B s
Remote Control

Java Consol+ Launch

TE: java FREEH. fEHRNE N AHIERORE R NE, 8 M ECCH
SO RS A s i) 2 S U, e RO SRR AR
sy AT AL BEGERE ISR G
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| REmEFER
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PURE: RS EATERMANSIEHIRIET, REFEIHENRAREEER - 24
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Floppy Key Media1

® Floppy Image w | Browse I Comnect Floppy
— ; : B BEECD/DVD
[~ =)

CD/DVD Media1

s\wangyuansong\DesktopiHikvisionOS-Production-x86_64-1.0.is0 [+ || Browse l Connect CDIDVD
4] I i L»

Hard disk/USB Key Media1

® HDIUSB Image | - ” Browse |~| |  ConnectHard diskiUSB Key
(O PhysicalDrive0-[G-D-E-F] - Fixed Drive r

< PhysicalDrive1-[C] - Fixed Drive -

Status

Target Drive l Connected To Read Bytes =3 I?ﬂ E
= =

Virtual Floppy 1 Not connected nia % ﬂa% ?i
Virtual CD 1 Not connected nia

Virtual HardDisk 1 Not connected nfa l Close |

11, JR ARG IG, BB RS, TER A N A R, R
AMI Virtual COROMO 1.00



elect boot device:

PO: Slimtype DVD A DSBACSH

UEFI: Built-in EFI Shell

#0700 ID43 LUNO LSI Logical Yolume
UEFI: AMI Virtual CDROMO 1.00

AMI Virtual CDROMO 1.00
Enter Setup

T and 4 to move selection
ENTER to select boot device
ESC to boot using defaults

12, BT I eREip IR R G T L1

-~ —

e
nm vu-—‘

CentOS Virtualization SIG

Virtualization in Cemos,wmanuua h of Centos
wis canizs org/S pecialvienmlieds " Ha PN e i e |

13 2% i R Al 5 A4 R RS BBl R gt 35— OB B I 7 E AR SR, Rikob
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B F B B REZ AN 8 A, WA TTLLE KNG 7Rk B DR R A AT
BHA hik AP ERE RS R T EH T 2T M AYIE %S 123456
EENENE PN R TEEEREE D R b T ~ﬂ%mﬁﬂ%ﬁﬁﬁ§&%8
L, WETTUAR KNG FEE, HF LR AR F R RS AS, X E Y& — L g
S 5B R S AN B AT W Hik12345+, Hik@Abe+ %5, T LI E HE YA
hangzhou@123, GA@Hik123+, GA@2017+“5M& 1 & % () & hd s

n0S login: root

Retype new password:

hik AP &M% BRI ERAG 2 su - root JG#&H hik F FEXCEL P RIZ L root
PR,

linux RGN DAL FH4Edr a2

linux RG] A K windows R —FF, RAEEA R LR, 2R SHNE
A, RHMASHIT SRR mE. FHi—% linux KR4 Fad

IN

Fban st N linux R4 home X, (M2 T windows RGLH Wi C ﬁ}qﬂﬁﬁﬁiﬁ‘ﬁt
PR R B R # NS R R EE A 1inux EE TR RS0 G or S
T (FE#5 G A A 2 5T L :

LI The remote SSH server rejected X11 forwarding request.
Last login: Mon Apr 11 10:59:17 2022 from 23.0.11.21

A -
NN SN _ IRR/RYEEE
\V Vs /] |

AN ] N AT N I A

S| re/centos- release/EULA

[hik@Hikvision0S ~]$ su
Password:
[root@Hikvision0S hikl# systemctl start firewalldl]

WL Linux v

cd AT R RE NSO Fedin 4, A T RATT i B AR IS AT TUE LN T 1) a7 AR R
ANBRAE T T

cd /home Wi 2T linux 1) home H T . (linux Mr 42 A EFE M. FHE
NBRAR BN IRAE, /& linux RERMRE R, Wl cd J2#FAZIRE R, FLH
H SRR EAE/ R T A 2D

HREK AL N a4

(1) ARSI A 5% P i 2

Systemctl stop firewalld

(2) BTEipme

Ifconfig

(3) R SS & B KT R A %

service iptables start

(4) R SS & B K a4

service iptables stop

(5) RGBT KRS B 1P, (127.0.0.1 NERIMBNSEFH 1P)



firewalld-cmd --permanent --zone=trusted --add-source=127.0.0.1
(6) firewall-cmd --reload
(7> RSB KBTI
firewall-cmd --zone=public --add-port=8085/tcp --permanent
firewall-cmd --reload
(8) Hila4.
cp /home/hik/1.txt /home B2 /& %+ /home/hik/ FTHI ) 1.txt SCAEE ] F] /home
AT
(9  #BIhwms
mv /home/hik/1.txt /home iy 4 &K /home/hik/ FTHIF) 1.txt XA 3% /home
WA LA my fr & 3E17 44
mv  Lixt 2.txt KT H ST Lixt SCHFBUN 2.xt
mv /home/hik/1.txt /home/2.txt L4 7&K /home/hik/ T THIFT 1.txt SCAFF25) 2
/home HEF, FFHICHLEH 2.1xt

=. WEMRSE IP AL

1. BHRIEAML, REHIAN: nmcli device status A] B2 ATZEZEIIME N enp2s0f0

[rOOt@Hlk‘lSlOﬂOS ~]# nmcl1 device status
rE R RE= CONNECTION
enp2s0f0 ethernet IEIEEJ enp2s0fO

enplOs@ ethernet
enp2s0fl ethernet
lo loopback
2. Ja¥iN: cd /etc/sysconfig/network-scripts/i#HANFIMN-KEE H T

BN 1s ARG TEWL S
W ERGE ifcfg- eanSOfO

U UVOPDUQLR ~ - -

[root@Hikvision0S ~]# cd /et c’Sysconfig/network-scripts/
[root@Hikvision0S network-scripts]# 1s
1fcfg-enplos® 1fcfg-lo ifdown-eth ifdown-ipv6 ifdown-ppp

1fcfg-enp2s0f0 ifdown ifdown-ib ifdown-isdn ifdown-routes
1fcfg-enp2s6fl ifdown-bnep ifdown-ippp ifdown-post ifdown-sit
[root@Hikvision0S network-scripts]# J}

3. SRJEfAN:  vim ifcfg-enp2s0f0, HEAZWIRITI, M2 TATIF—A30fF, EHEXHFA
AR . ARJERIN “T7 HEANGRIIRES, MBI



YPE=Ethernet
BOOTPROTO=¢ 1C

DEFROUTE=yes

IPV4 FAILURE FATAL=no
IPV6INIT=yes
IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6 _FAILURE FATAL=no
NAME=ens32

UUID=3591670d -
DEVICE=ens32

ONBOOT=yes

PEERDNS=yes
PEERROUTES=yes
IPV6_PEERDNS=yes
IPV6_PEERROUTES=yes
IPADDR=10.12.161.107
NETMASK=255.255.255.0
GATEWAY=10.12.161.254
BRIFZ )G, " esc” B gmHHIRES
WIEEE S, WA wo"RFBH, BUogm. MraEZRHHmA o 5
e EamiiE .

EVEIRR SIS

systemctl stop network. service

systemctl start network. service

4, BEZRGMAGS:  date
AWM 4:  hwclock
WNRAT KR G TR ANHE, W75 R D
date —s “2017-08-10 10:21:00”
hwclock —w

[root@Hikvision0S ~]
2017 088 10H
[root@HikvisionO
2017 088 10H
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[root@H1kvis1ion0S ~]
[root@H1kvision0S ~]
[root@Hikvision0S ~]

]
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=T

Q C
=

i

. linux BR5S e85 & & MG 1T H &
(1) Tinux R4 587 3 T B 20 wshell TEL, T [0 BEb R 21E % o 5 FF) H b e T
A

>~No

(2) TRZERIEHTIF RN FiN sship I [, ip AEEERENT G RS 4 1P,
i K83 22 83 555550 IEARTTIR S REROR SR . (5 ZEARAIE 2228 TR A R 5 Ak 55
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Xshell for Xmanager Enterprise 5 (Build 16015)
Copyright (c) 2002-2016 NetSarang Computer, Inc. All rights reserved.

Type “help'  to.learn how to use Xshell prompt.
[c:\~1$ ssh 127.0.0.1 555550

(1) AT D PR 44 hik R E

SSH AF=

¥z F 23.3.170.7:55555 (%edefault®o)
AR5528258l:  SSH2, OpenSSH_7.4

B A EFENAPEE:
|hik

() FEHHE D PRANEN, SE. AR AR IR

SSHREFSHIIE . x

miE F 4. 23.3.170.7:55555 (%default%) =

~
BERE: hik j':" Y
RS2 Al, S5H2, OpenSSH_7.4 =

HE THAERAASHBENZHERERFIEMEE .

(@) Password(F)

R (W):

() Public Key(U)

keyboard Interactive(])




(3)  HRS5As L AFN hik FIPBURA L 7 Z V) root 17, FEU1T A -
su—root o [FJFEERD B AR BB BRI CRERAME LA hik 65 —0

The remote SSH server rejected X11 forwarding request.

Last failed login: Mon Apr 11 10:59:13 CST 2022 from 23.0.11.21 on ssh:notty
There was 1 failed login attempt since the last successful login.

Last login: Mon Apr 11 10:58:06 2022 from 23.0.11.21
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[hik@Hikvision0S ~1$ su - rootl
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are/centos release/EULA
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(4) LB AAE RS A TR SO DR E e Bl ? iy TEAE B AR
& Xshell 5
i) \EE =EEQN) T8O SEmRE) sO0) FHEH)

07 - & - Q& -6 -4 eFueE -0

‘?T‘EY‘SF’ %) (Ctrl+ Alt+F) I

Xshe'L'L for Xmanager Enterprlse 5 (BuJ.'Ld 1015)

fﬁmm@ﬂﬁTuEA LE@M%M¢%%u,FLE%%#m%uO e
PEA B A A f e, st eT DASE I U 5 ik 55 4% Z TRV SO A%

X REE BHV) 240 IAM BOW BBH)
OE- ¢ B OB 20 6 €820

1 i - |

- bld L - Ml Jopt/hikvision/web/components/tomcat8Slinux64,1/logs/mpc
3 FONE " Esia 3 Kb paEE Bz
"

o - b.busil S5KB XATE 2022/4/26, 10:56
mpcmpcweb.debu... | 4243MB AR 2022/4/26, 11:29
B8 mpc.mpcweb.debu... 883KB $FE ZIP 2022/4/15, 14:13

mpcmpoweb.debug  4247M8
= eb.debu. 883KB 17

896KB 3 Empc.mpcweb.debu... | 896KB FE ZIP.. 2022/4/15, 11:47
15.29M8 2022/4/26, 11:31 mpe.mpcweb.error..., 1529MB XA 2022/4/26, 9:21
238KB 33 2022/4/26, 11:31 B8 mpc.mpoweb.error.... 238K8 HEZP.. 2022/4/17, 9:15
222KB  $FF 2022/4/26, 11:31 B8 mpc.mpeweb.error.... 222kB FEZIP.. 2022/4/15, 14:14
224K8 $FE 1 B8 mpc.mpeweb.error.... 224K8 SFEZP ..  2022/4/15,12:33

2022/4/26, 11:3

224K8 HFE 2
26K8 FE
233KB  #F
27K8 93
. 226KB 13F
B8 mpc.mpaweb.error.. 220k8 FFE

mpc.mpeweb.other 39KB AT
EBbld 435MB  HE

224K8 HE 2P 2022/4/15, 12:00
226KB SFEZIP..  2022/4/15, 11:49
233KB HFEP.. 2022/4/15, 11:48
27K8 BEZP.. 2022/4/15, 11:43
226KB FEZIP ... /15, 10:58
209K8 FEZIP.. 2022/4/15, 10:57 rver

&8 mpcmpeweb.en
= .

B8 mpc.mpoweb.er

2022/4/26, 11:3:
2022/4/26, 11:3.

31
:31
:31
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E E ®E 2 4 Keh e <> TRES = itk SideE

(5) BRI R RIS 2 Ja RN R, B R A, AT Re R il T
ST BB RR e FELAN SO VR SR MR 5545 95 DU SR o U 75 350 SRR SRIU 6 i 12 2
BURR CEFRUR R, AMEn4i)

fiv sadp T EAEFTTA

R 222 sadp T HRLG L B8 A S N B [F) — ()RS LR, 79T sadp THZ
RIAGRBME& 1P, BS54, FTLUEE sadp THEFATHNIBIE. ip B, WERER
(LRSS

mpc.mpeweb.other. 39KB TAIM  2022/4/15, 16:59 B
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") M

O ONVIF Device Manager v2.2.250

Name Password Lo

Device list

Name, location or address

' HIKVISION DS-2XD8846/C-IVW

Firmware
Address 10.195.236.21; 10.195.23(

Add device




ONVIF Device Manager v2.2.250
o g

You logged in as admin1

Device list «

[ Name, location or address “ Cancel

HIKVISION DS-2XD8846/C-IVW

Firmware
Address 10.195.236.21: 10.195.23(

Identification
Time settings

Maintenance

Network settings

Location city/hangzhou

Firmware
Address 10.195.237.25
Location

User management

Certificates

System log
Relays
Web page
Events

Live video

Video streaming

Imaging settings
Analytics
Rule's

PTZ control

Profiles

. BT HEAH

AT LA 26 FE R A1 6 A2 75 7T
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ZENME—% =

——— OpenSSL, TLS/SSL
KAHTTPS
[
BEhttps
TCP/IPECEIBY
CVE-2018-3191/3245/. ;
CVE-2007-6750, CVE-2019- BIRR,
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B 05
2. RTSP VUL 001: &
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FHES. 5.0 A aERs onviftgx
FHERS 5.0LL FERASERS R

1. NeEiEs: EREFRSERFEA U RELES, BERESTEES
RREZFHR, M5 1XAEEFRS.3.X, ROZFHRS.2. XTI
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BIGIRE
FHETE * I TR SRR, FIIER:
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